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WHO AM 1?
—ERKBEBN

e 2010 Spam Source Detection at Home
* http://www.anti-botnet.edu.tw/content/confs/BoT2010.PPTs/B5.php

e 2012 The Botnet Traffic Forensics System
 http://www.anti-botnet.edu.tw/content/confs/BoT2012.PPTs/B5.php

e 2013 APT/Malware Traffic Detection
* http://www.anti-botnet.edu.tw/content/confs/BoT2013.PPTs/B5.php
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IDS: AEREEBEINSENARERN R
e EX: Snhort
IPS: EEREINSEN ARER 24t

e EX: Snort-inline

FW: Firewall Bf3 X &

o EX: NetFilter / iptables

LAN: BL FW & R B9 RAE
WAN: DL FW 2 Ry I A
SDN: Software-defined Network
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THE MOTIVATION
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1. Botnet Detection
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THE MOTIVATION
EADNEREENLSR
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THE MOTIVATION
REESRIEANE 7
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THE MOTIVATION
IDS/IPS EZE/\FR W 2R
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THE MOTIVATION
BEHE (BEEXEUREZ ()
A B ER A
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THE MOTIVATION
AR = p2 £ 75 8B o] LUE 78 A i 12

Remote Control:

iPhone,

Android Phone
and all the other Smart Phones “

http://serverl.she777.com/images/www.joybien.com/images/HOME/SmartHome_760x500.jpg
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THE MOTIVATION
— &= &

o BREEA—EIWEE EZ= K58 Y Malware -
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THE MOTIVATION

1 E5 1Y probe 73 TURL = port scan °

e IDS/IPS/FW [EZZ2ENIE? A2 ?
o ZE— NZEEESTE
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PORT SCAN 101

o E KR I Port Scan o] L3 R
e \ertical Scans

e Single Host Target
e Nmap TEER 2 =18
 Horizontal Scans

* Single Service Port Target
 aka Port Sweep Scan
» Bot/Malware EEER &

135 18
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PORT SCAN 101

e Port Scan sx = EZE X ER

e 1.

BT =R =

° 3%

TCP Syn #&[0] -
RERBI
SYN+ACK
RST+ACK
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PORT SCAN 101
o A% Port Scan AAE - B RBEAFE -

e Nmap

 Bot/Malware

» Bot/Malware RYIm /AR IRIEHI A K —1x
e Internet Scan

o« EMEFIRMT
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Port Scan 101

Nmap (1K ports/30 seconds)

[ NMap_SYN_PortScan.pcap [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Suded PEXRE|acsraTE (ORI QA WED % B

Filter: I j Expression...  Clen App Save

Filter TCP/UDP TCP-RST

Source
115 19 122
776901 192.168. 168 100
777044 102.1¢

Des‘tm gtion

102.168.168.100
192.168.168.100

2352 2011-11-04
2353 2011-11-04
1-11-04
2355 2011-11-04
2356 2011-11-04
2011-11-04
2;5b 2011-11-04
1-11-
1-11-0
2361 2011 11-04
011-11-04
2363 2011-11- 04

777405

.829316
.881697

192.168.168.100
192.168.168.100

2011 11- 04
2011-11-04

2011-11-04 F :27.934547 192.168.168.i00

1
)
168
1
.0.
)
1
.0.
.0.
1
-0.
1
§8.168
5
.168
KON
§8.168
t
1
-0.
.168
-0
68

lbb 0.

2372 2011-11-04

2373 2011 11-04
1-11-0
1-11-

.949319
.865626

Micro-St_38:64:27
Toshwba,47 123
TR

Broadcast

Broadcast

Protocol Length
2 Init
60 ssh > ]oost [ACK] Seq 193338699 Ac

5 - - [
60 ddm- rdb > omscontact [ACK] Seq 193059891 Ack=3481229657 Win=9088 Len
60 ddm rdb > omscontact [ACK] Seq 4193059891 Ack=3481229658 Win=0088 Len-

2 Init
60 ssh > ]oost [ACK] Seq= 193338699 Ack=860417638 Win=8000 Len=0

774 Server:
[

ddgn [RST, ACK] Seq 8896132 Win=0 Len=0
60 who has 192.168.168.100? Tell 192.168.20.105
60 who has 192.168.168.100? Tell 192.16 30

cb 53 a4 fe 62
00 2c fb 24 00
a8 64 e8 7a 00
08 00 16 90 00

25 8e 08 00 45 00
c0 a8 00 7a c0 a8
00 00 00 00 60 02

@ "'_f File: "w:\0_LIB.Traffic. App\NMap\NMap_... | Packets: 2383 Dis... | Profile: Default
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PORT SCAN 101
BOT/MALWARE-PERL-BOT(ESKENT)

( funcarg portscan (.%)/) |

hostip="51";

portas=("21","22","23", "25","53", "80","110", "143");

( aberta, porta banner);
porta ( portas) {

scansock = I0::Socket::INET- (PeerAddr hostip, PeerPort porta, Protc
( scansock) {

( aberta, porta);

scansock- ;

}

( aberta) {
sendraw( IRC cur socket, "PRIVMSG Sprintl :Portas abertas: @aberta");

} {

sendraw( IRC cur socket,"PRIVMSG Sprintl :Nenhuma porta aberta foi encontrada.");
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PORT SCAN 101
BOT/MALWARE-ILEGALBRAIN_PERLBOT

{iDLBitchH—L.L—firal+ %y panasync - E:JdBﬂ[ 4—PELEﬁ“E : Keep 1t to y
\001bitchz-1. T‘L? '1.2\001", 2 - htt;:fﬁwww.*
\001BitchX-1.( E:ddBw[ 4 “'—RELERLE.[u)_duk_cukfbK [3.0.109] it t“ Vi
00] . n ﬂ:fcl::wﬂlt) + X 7 P Bots, Sound, NickServ, 21_11\'v, Extr 452JJ;”,
y Dominic Clifton aka Hydra - #HydraIRC on EFNet\001",

on Linux 1586\001","\001irssi v0.8.10 - running on EreeBSD 1386\001

(1 .2004) +Cdcc vl.emods v1.0 by aci “idflash - Almost there\00

.2004)+Cdcc v1.8+OperMods v1.0 by acidflash - Almost the

# Default quick scan ports

L LLELEL TI"TI TI"'TI no |Tl nm4 |Tl nA TI IRV I 1 T"'-III" "L
f ! e U r I

Ly 1) JIITI Tl- Tl neoooan Tl
portas=("21","22", "23","25","53 5 ,6667",

bbobo 66
r 000G

# xeQt

#my Snick = "Power";
nick nickname| nickname];
realname xname | Znamej ;
ircname Xident| Zident];
porta rports] rports];
Xproc fakeps| fakeps];
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PORT SCAN 101
INTERNET SCAN

HEartb|6ed?
How mMan
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PORT SCAN 101
INTERNET SCAN

AN Offerncic.- _
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PORT SCAN 101
MASSCAN -P80 140.114.71.0/24 --RATE=10000
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PORT SCAN 101

MASSCAN -P80 140.114.71.0/24 --RATE=10000

1] masscan2.pcap [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

oW EEXZL | ac+aTFL|EE QN §DD% B
Filter: I j Expression... Clear App Save Filter TCP/UDP TCP-RST

|‘I'ime |Source |Destination |Protoco| |Lenqth |Ir1fo

4 2014-08-20 09:46:02.776916 172.16.1.133 140.114.71.185 TCP 54 59162 > http [SYN] Seq=1745398879 wWin=1024 Len=0
5 2014-08-20 09:46:02.776964 172.16.1.133 140.114.71.158 TCP 54 59162 > http [SYN] Seq=3005133713 win=1024 Len=0
6 2014-08-20 09:46:02.776989 172.16.1.133 140.114.71.1 TCP 54 59162 > http [SYN] Seq=3312673648 wWin=1024 Len=0
7 2014-08-20 09:46:02.777011 172.16.1.133 140.114.71.212 TCP 54 59162 > http [SYN] Seq=4081583491 win=1024 Len=0
8 2014-08-20 09:46:02.777033 172.16.1.133 140.114.71.201 TCP 54 59162 > http [SYN] Seq=1847405815 Win=1024 Len=0
9 2014-08-20 09:46:02.777054 172.16.1.133 140.114.71.220 TCP 54 59162 > http [SYN] Seq=3206470874 Win=1024 Len=0
10 2014-08-20 09:46:02.777076 172.16.1.133 140.114.71.7 TCP 54 59162 > http [SYN] Seq=573344946 wWin=1024 Len=0
11 2014-08-20 09:46:02.777097 172.16.1.133 140.114.71.213 TCP 54 59162 > http [SYN] Seq=1440332228 wWin=1024 Len=0
12 2014-08-20 09:46:02.777120 172.16.1.133 140.114.71.54 TCP 54 59162 > http [SYN] Seq=4019563718 wWin=1024 Len=0
13 2014-08-20 09:46:02.777141 172.16.1.133 140.114.71.253 TCP 54 59162 > http [SYN] Seq=279083756 Win=1024 Len=0
14 2014-08-20 09:46:02.777163 172.16.1.133 140.114.71.252 TCP 54 59162 > http [SYN] Seq=3872041853 wWin=1024 Len=0
15 2014-08-20 09:46:02.777185 172.16.1.133 140.114.71.204 TCP 54 59162 > http [SYN] 5eq=3919498759 Win=1024 Len=0
16 2014-08-20 09:46:02.779480 172.16.1.133 140.114.71.69 TCP 54 59162 > http [SYN] Seq=4056579132 Win=1024 Len=0
17 2014-08-20 09:46:02.779533 172.16.1.133 140.114.71.38 TCP 54 59162 > http [SYN] Seq=2683566549 Win=1024 Len=0
18 2014-08-20 09:46:02.779556 172.16.1.133 140.114.71.219 TCP 54 59162 > http [SYN] Seq=3847272336 Win=1024 Len=0
19 2014-08-20 09:46:02.779578 172.16.1.133 140.114.71.198 TCP 54 59162 > http [SYN] Seq=950804 win=1024 Len=0

0 2014-08-20 09:46:02.779601 172.16.1.133 140.114.71.83 TCP 54 59162 > http [SYN] Seq=4023903264 wWin=1024 Len=0
1 2014-08-20 09:46:02.779624 172.16.1.133 140.114.71.14 TCP 54 59162 > http [SYN] Seq=2963046316 Win=1024 Len=0
2 2014-08-20 09:46:02.779646 172.16.1.133 140.114.71.237 TCP 54 59162 > http [SYN] Seq=1294159946 Win=1024 Len=0
3 2014-08-20 09:46:02.779668 172.16.1.133 140.114.71.97 TCP 54 59162 > http [SYN] Seq=4251947299 wWin=1024 Len=0
24 2 4-NR-20 N9-4A-N? 779RR9 172 16 1 133 140 114 71 34 TP 54 5901R7 » httn TSYNT Sepn=3477R59798 Win=1N24 | en=0N

4

= Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
® Ethernet II, Src: Intel_b2:6b:ec (00:d0:b7:b2:6b:ec), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
= Address Resolution Protocol (request)

0000
0010

FF FF Tf T T £f 00 do
08 00 06 04 00 01 00 do
0020 00 00 00 00 00 00 ac 10
0030 00 00 00 00 00 00 00 00

b7 b2 6b ec 08 06 00 01
b7 b2 6b ec ac 10 01 85
01 02 00 00 OO 00 00 00
00 00 00 00

@ *7| File: "C:\Users\Administrator\Desktop\... Profile: Default
UV O »] W =

\ A AW a



POR’

- SCAN 101

INTE

RNET SCAN (— LE4E 75 B

Internet-wide scanning

RAPID

Source: us-14-Schloesser-Internet-Scanning-Current-State-And-Lessons-Learned. pdf
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PORT SCAN 101
INTERNET SCAN
o DIAT - MERR - HMIEEZERV Service

TUFE Internet Scanning & A2 T - ARG
47 ?

« A40: BUFE LAN Im - B FW {Ri&E - A
Virtual Server 252 Port Mapping - R EJ[X

s - BERATIRE




IDS/IDP-BASED PORT SCAN DETECTION

e Snort v2.9.2 B9 default setting = &1

# Portscan defection, For more information, see READNE.sfportscan

» FEEZZ disabled
 Detection Level: low
 For getting few false positives.
e Time window-is-60-seconds.
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IDS/IDP-BASED PORT SCAN DETECTION

« EXR FEFTEENREBAEEIRE port scan E
HRE -
o =—1@& threshold -

HZEE AL threshold Fif, O] L 4E

e False Posmve’?

« RLEIFEEZRBREREE port scan BY
1Tk -
- BEEEFISZEEZTE?




IDS/IDP-BASED PORT SCAN DETECTION

° QD7<1/J\79EETZA,\1%1§;EJ Port Scan %\E
JBIIDS/IPS/FW » {RE/EEEES ?

o« KEHIZE Nmap ©
c EAZEE bot IRIFENS ?

e P L ET ¥ bot / malware P g

scan - IRIMEWIBEEZL
Y - 2 o] 7 BRI EE

T HY port
miEAE




IDS/IDP-BASED PORT SCAN DETECTION

« YIRS K port scan BY packets - A#LE IDS /
IPS / FWHE

o SEINZIN ?
e LAN <-> LAN ftraffic

» 0K Traffic 73 it AXFWEY LAN Ports - 2]
Q’J:éﬁnﬁﬁ = 1EXE§3E1I\EI7’:"@ 1 traffic F&
HZKEIQ FTl BEARE - &%

- EEEEZEF@/E&

. ereless LAN (WLAN) <-> LAN traffic
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IDS/IDP-BASED PORT SCAN DETECT
¥ 5 PORT SCANOJ g A= AU R K

o« 2RIRIINBERF ?

o« AKX O LAE]E@E— N Home GW BYFE
=218

« BRI INE AL
e BEANRIEHREAE

e Threshold #%%&38

o Traffic 72 4858




HONEYPOT-BASED PORT SCAN DETECTION

A

A5 LAN <-> LANZ B 1Y Attack A= # FW /

DS &% - PRI 78I LAN <-> LAN Zf&]
1Y Attack - F1M{EH 1 HoneyPot -
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HONEYPOT-BASED PORT SCAN DETECTION
WHAT IS HONEYPOT?

. BBREANES -
. AT ARGERANEEER

EESP N ( [OEY

B AE

« —& Server
o —{[& VM
« —{& Web Client
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HONEYPOT-BASED PORT SCAN DETECTION

« MEMER - BlES AR —(E ?/Eb%nx
fE(H) - IEFBEWRIREFEHE(S)RYFS
HBY IP a2 S RYMYET -

e HSEZEAB services » 2RV

services + INFRTEE K%HL HTFE - Ph
PUH RZ2U8 22k B AR ER (AR —1E
TCP SYN for a closed port - 74 o] BAKIEHIZE
A = Scanner °




HONEYPOT-BASED PORT SCAN DETECTION

B & —X SWEEP SCAN

1] masscan2.pcap [Wireshark 1.8.2 (SVN Rev 44520 from /trunk-1.8)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

oW EEXZL | ac+aTFL|EE QN §DD% B
Filter: I j Expression... Clear App Save Filter TCP/UDP TCP-RST

|‘I'ime |Source |Destination |Protoco| |Lenqth |Ir1fo

4 2014-08-20 09:46:02.776916 172.16.1.133 140.114.71.185 TCP 54 59162 > http [SYN] Seq=1745398879 wWin=1024 Len=0
5 2014-08-20 09:46:02.776964 172.16.1.133 140.114.71.158 TCP 54 59162 > http [SYN] Seq=3005133713 win=1024 Len=0
6 2014-08-20 09:46:02.776989 172.16.1.133 140.114.71.1 TCP 54 59162 > http [SYN] Seq=3312673648 wWin=1024 Len=0
7 2014-08-20 09:46:02.777011 172.16.1.133 140.114.71.212 TCP 54 59162 > http [SYN] Seq=4081583491 win=1024 Len=0
8 2014-08-20 09:46:02.777033 172.16.1.133 140.114.71.201 TCP 54 59162 > http [SYN] Seq=1847405815 Win=1024 Len=0
9 2014-08-20 09:46:02.777054 172.16.1.133 140.114.71.220 TCP 54 59162 > http [SYN] Seq=3206470874 Win=1024 Len=0
10 2014-08-20 09:46:02.777076 172.16.1.133 140.114.71.7 TCP 54 59162 > http [SYN] Seq=573344946 wWin=1024 Len=0
11 2014-08-20 09:46:02.777097 172.16.1.133 140.114.71.213 TCP 54 59162 > http [SYN] Seq=1440332228 wWin=1024 Len=0
12 2014-08-20 09:46:02.777120 172.16.1.133 140.114.71.54 TCP 54 59162 > http [SYN] Seq=4019563718 wWin=1024 Len=0
13 2014-08-20 09:46:02.777141 172.16.1.133 140.114.71.253 TCP 54 59162 > http [SYN] Seq=279083756 Win=1024 Len=0
14 2014-08-20 09:46:02.777163 172.16.1.133 140.114.71.252 TCP 54 59162 > http [SYN] Seq=3872041853 wWin=1024 Len=0
15 2014-08-20 09:46:02.777185 172.16.1.133 140.114.71.204 TCP 54 59162 > http [SYN] 5eq=3919498759 Win=1024 Len=0
16 2014-08-20 09:46:02.779480 172.16.1.133 140.114.71.69 TCP 54 59162 > http [SYN] Seq=4056579132 Win=1024 Len=0
17 2014-08-20 09:46:02.779533 172.16.1.133 140.114.71.38 TCP 54 59162 > http [SYN] Seq=2683566549 Win=1024 Len=0
18 2014-08-20 09:46:02.779556 172.16.1.133 140.114.71.219 TCP 54 59162 > http [SYN] Seq=3847272336 Win=1024 Len=0
19 2014-08-20 09:46:02.779578 172.16.1.133 140.114.71.198 TCP 54 59162 > http [SYN] Seq=950804 win=1024 Len=0

0 2014-08-20 09:46:02.779601 172.16.1.133 140.114.71.83 TCP 54 59162 > http [SYN] Seq=4023903264 wWin=1024 Len=0
1 2014-08-20 09:46:02.779624 172.16.1.133 140.114.71.14 TCP 54 59162 > http [SYN] Seq=2963046316 Win=1024 Len=0
2 2014-08-20 09:46:02.779646 172.16.1.133 140.114.71.237 TCP 54 59162 > http [SYN] Seq=1294159946 Win=1024 Len=0
3 2014-08-20 09:46:02.779668 172.16.1.133 140.114.71.97 TCP 54 59162 > http [SYN] Seq=4251947299 wWin=1024 Len=0
24 2 4-NR-20 N9-4A-N? 779RR9 172 16 1 133 140 114 71 34 TP 54 5901R7 » httn TSYNT Sepn=3477R59798 Win=1N24 | en=0N

4

= Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
® Ethernet II, Src: Intel_b2:6b:ec (00:d0:b7:b2:6b:ec), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
= Address Resolution Protocol (request)

0000
0010

FF FF Tf T T £f 00 do
08 00 06 04 00 01 00 do
0020 00 00 00 00 00 00 ac 10
0030 00 00 00 00 00 00 00 00

b7 b2 6b ec 08 06 00 01
b7 b2 6b ec ac 10 01 85
01 02 00 00 OO 00 00 00
00 00 00 00

@ *7| File: "C:\Users\Administrator\Desktop\... Profile: Default
UV O »] W =

\ A AW a



HONEYPOT-BASED PORT SCAN DETECTION

o EEFABELE

o E% scan =& from WAN 3§ from LAN - ER o] 12

* NO False-Positive ©
o ¥J{< Malware with BYOD/IoT t717 -

c IFHIEENSE ©
o EEFARVTRARA
c E—ARITRIHIE ?
- BHEIBAER  F—L0E?
e FW OJAE 18 - HIE ?
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HONEYPOT-BASED PORT SCAN DETECTION
At e o o A Ef#EEs - A SDN SWITCH

Externally controlled Switch

Switch

OpenFlow Data Plane
Interface
API

Build information
Programmatic

Store information
Policy, Topology

Forwarding
Decision Forwarding Path

Message Bus

OpenFlow
Controller

http://bradhedlund.s3.amazonaws.com/2011/openflow-scale/openflow-switch.png
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HONEYPOT-BASED PORT SCAN DETECTION

=40
o & EEIRIR - T

e Bot-infected host

* Honeypot (Anti-Scanning)

o #83% 1 [5]—& SDN switch L= -
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HONEYPOT-BASED PORT SCAN DETECTION
SDN SW + HONEYPOT

e

)/< VM (Bot-infected)

V' Ms (Anti-scanning)
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HONEYPOT-BASED PORT SCAN DETECTION
SDN SW + HONEYPOT (THE SCAN BLOCKING RATE)

[=F]
i
e
~
=1 |
=
T
=
—
e

m\\&&&&&&&&\\%
_%}HHHK\H‘&&E
e
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HONEYPOT-BASED PORT SCAN DETECTION
SDN SW + HONEYPOT (THE RESPONSE TIME)

=
.
|

o
—
E
-
=
=
=B
W
L
a1

—e— 1st scan
& 2nd scan
# 3rd scan
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ABOUT LAN PORT SCAN DETECTION
NG

o EIZFRETES LAN <> LAN HY Scan -

« SDN SW + Honeypot 2 &F = —1A
o 0.6s HI N FERFE]

e 98.5% HYFHTE =
e 0% FP rate

e But, HMEBERBEHHEEO
e Maybe HITCON 20157
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5] 35 N AR

e ALong Time Observation
 Alegacy of Anti-Botnet Project (2009-2013)
e http://www.anti-botnet.edu.tw/

TR BT O o B I B PR B ol SEG T &
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ABOUT ANTI-BOTNET PROJECT
THE FLOW OF AUTO-BOTNET-RULE GEN

0. About Anti-Botnet Project

Botnet Detection

Rule Matching with
Known Rule Set
(snort)

Optimized Traffic
I?:Ie Set o t_RgIe ti Selector
Produced ptimization

Rule Verification

Y

Rule Matching with the New Produced
B /Neecl to\““ Traffic to Rule
Known and New Rules and Integrated
Ref |ne Converter
(snort) Rule Set

l
v

P
o~ .
- .

. Adding New

. -~ L -

\\,ﬁ _— Rules into Known Rule Set
-~

v

2012/09/07 The Botnet Traffic Forensics
System
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ABOUT ANTI-BOTNET PROJECT

BOTNET DETECTION RULE SERVICE

€ BE S AR 2 RS N T SR E S - Internet Explorer

f ; -'-\. p,
@ o I% nttp:/fvww.anti-botnet.edu.tw,

P @ semmmmaszens..

Fle Edit View Favorites Tools Help

Go gle |

S B 8 i3 :
SRWE 2 1 bt Jat SR o\ E e il ot o8

mRule T#m

— =

—

-|sm- ez | =sue

Hi il e

PBot2009
PBot2010
PBot2011
PBot2012
PBot2013

)Bot-like Hosts World Map
PWorldMap-Week
P WorldMap-Month
P WorldMap-Year

VRS TEHE

http:/fwww.anti-botnet.edu.tw/content/botnet_rule.php
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rules v155
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2013/12/30

B
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rules v154
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rules v153

153

2013/12/16

i MEmEA

i e

rules v152

152

2013/12/09

i MR

i M EEEE

rules v151

151

2013/12/02

i MR

i MmO

rules v150

150

2013/11/25

i M

B e

rules v149

149

2013/11/18
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BRI

rules v148
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iR e

rules v147
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rules v146
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2013/10/28
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145
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ABOUT ANTI-BOTNET PROJECT
THE FORENSIC OF BOT NETWORK TRAFFIC

2. Known and Unknown:

The Familz

== LSRR IR D o

2012/09/07 The Botnet Traffic Forensics
System

SOME THINGS BEFORE NETWORK ATTACK 2014/8/22




A LONG TIME OBSERVATION
(A LEGACY OF ANTI-BOTNET PROJECT)

« BEWMSEEER - T009F/NE - BAS
Anti-Botnet Porject NS E - B L — 1B
HoneyPot-based port scan detector (F2E &)....

ABEFIAZEHEN  EX LB LR
}E/L,\K, - B DA F 1 R & 18 2R 2= & bot-like

host distribution map °




A LONG TIME OBSERVATION

WHERE IS TAIWAN?

PO The Bot-like Hosts. EDQ%EGEW—EW 005431

L*
he Anti-Botnet Project of TANe
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A LONG TIME OBSERVATION
(A LEGACY OF ANTI-BOTNET PROJECT)

e Anti-Botnet Porject £ 2013 FF455R -

EE MR A VR AR B 5T

£ THIFR -

EH IR BRED
log....

2009 ©

BE—
FTERI—
F DURAS

« REUBEDMW ? A - REAEIE -




A LONG TIME OBSERVATION
A 1.2M 2 LOGS)

paRtery 201407200513,2014072005,20140720,201407,2014,46.170.
a8 201407200516,2014072005,20140720,201407,2014,198.13.
AT 2 01407200517,2014072005,20140720,201407,2014,198.13.
ﬁﬁ?2ul4u7290517 2U14U72005 2U14U72u 2u14u7 2u14,95 174,

[ T T R S Y S e
o QO gy Lo L O
Lo D Ll Ll

n
n
n
n

ME”*2914@72&0534,2014072@95,20140720,2914@7,2014,116.10.101
fe81 201407200536,2014072005,20140720,201407,2014,61.147.103.

ALY 2(01407200545,2014072005,20140720,201407,2014,58.213.120. 44 EODO “P,33

Rl 201407200545,2014072005,20140720,201407,2014,82.221.109.194,44734,TC

149 201407200546,2014072005,20140720,201407,2014,82.221.109.194,44734,TC

patewl 201407200548,2014072005,20140720,201407,2014,219.217.246.24, 12;69,TC
“’%2u14u72@0558,2u14u729@5,2u14u72u,2u14u7,2u14,122.u.114.49,EDOG,TUP,l
11 201407200604,2014072000,20140720,201407,2014,116.10.191.212,6000,T

gl 201407200606,2014072006,20140720,201407,2014,218.5.76.221,6000,T

Ry 2 01407200606,2014072006,20140720,201407,2014,23.95.28.228,6000,T

paRewle 2 014072006014,2014072006,20140720,201407,2014,192.227.245. 112 EOO“,TC

PARENN] 201407200618,2014072006,20140720,201407,2014,46.146.243.

aRegEy 201407200618,2014072006,20140720,201407,2014,46.146.243. 72 J7 0,

.-Ih-"l:l"l:l"l:l

12
12
12
12
12
12
12
12
12
12
12
12
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12
12
12
12
12

oD N LD
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A LONG TIME OBSERVATION
EEFERN—EgET

o« 3 177,084 &l IP 152 F1

o 523,273 {& TCP ports #3% 2! (tota:1,036,624 hits)
e 51,479 1@ UDP ports #% % 2! (rotar:179,250 hits)
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o
o
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A LONG TIME OBSERVATION
CCERENPSAY TCP PORTS

1433, MS SQL Server ? 201395 19.43%
445, SMB? 185436 17.89%
9415, PPLive open proxy ? 64894 6.26%
1080, Socks Proxy or Back Door? 43778 4.22%
80 31769 3.06%
22 28751 2.77%
135, Remote Procedure Call (RPC)? 24874 2.40%
3306, MySql? 24745 2.39%
3389, Windows RDP? 22039 2.13%
8080 19998 1.93%

1
2
3
4
5
6
7
8
9

IR
o
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A LONG TIME OBSERVATION
CCEREVFHRY UDP PORTS

29285 (2009~2012) 132937 74.16%
22722 7701 4.30%
137, netbios-ns? 4818 2.69%
161, snmp? 4767 2.66%
5060, SIP? 4669 2.60%
53 4091 2.28%
5724, Operations Manager - SDK Service? 2969 1.66%
7793 2041 1.14%
19, chargen? 1113 0.62%
33348 618 0.34%

1
2
3
4
5
6
7
8
9

IR
o
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A LONG TIME OBSERVATION
54 28 MS12-020 F5(2012/03/13)

= RDP

e TCP 3389 22 (&
« B2 2012/03 HBE

« BERIE 2012/02 i

« BTEREIZE 2012/01 BB

AaET @

El

VA

16

1 ratio = 2.13% .

1= 4%.

[}

125 HRE 3.4%

[}

AL [E 2 E ANEX 2.0%

o 22 ATE MS12-020 3 RITL E RIS E T KF] ?

=

R TP 29 lucky R ol DL FT 2l ©




A LONG TIME OBSERVATION
(A LEGACY OF ANTI-BOTNET PROJECT)

Pl F5L 2 Anti-Botnet 5TEHEE -

BRI EL T — % BHLHEE
IRAR D=
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ADAPT TO THE NEW ERA OF
SECURITY THREATS.

e |t was the best of times, It was the worst of times.

« 72 WAN A Internet Scanning - 7£ LAN &
BYOD / loT Issues -

SEBBIE - AOEEIA -

s HE—EZ - EEKFEAEHING TCP
6667 EA4RHG - FWBEE SR @ IlAZH ©

o AN i BEB ARG -




SUMMARY

?Jzﬁﬁxm/\ﬁﬁﬁﬁéi?é : %TQEIQ
€05 . IDS/IPS/FW « B RKEH
E’\J% cOjge A=Y - U}H)

B% 7 £ FW B9 WAN B91m - LAN mE@z%T °

i)rNt switch 7€ LAN <-> LAN Attack BJ{R:E_FEZE S

40 SR F1F5 é’/ﬂjﬁﬁﬁ\ E Hone%/Pot based port scan

detectorﬂﬂb@% -day HY¥ (ABIERI D
- PR EZEXEI - EzTE ﬁ*“ﬁﬁﬂﬁ
E’J %Lﬁﬁ

ﬁﬁbé AR E 7R - BofMEa o] DUSE
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ABOUT BOT2014

BoT20142

<+In case | don't see you, good afternoon,
good evening, and good night.

2013/09/13 The Current Methodologies for
APT/Malware Traffic Detection
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ONE MORE THING

« RASENTHTF
» #HREE Honeypot-based PortScanDetector & i £
e https://github.com/canaankao/PortScanDetector
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